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1. What Is Cyber Watch?
Cyber Watch is a Honeywell software-led 

solution designed to help users get a more 

complete view of their operational technology 

(OT) cybersecurity posture and better manage 

their cyber risks across all operating sites.

By aggregating data from multiple installations 

of Cyber Insights, Cyber Watch is designed to 

leverage all the capabilities of Cyber Insights

to provide a centralized view into OT cyber 

threats. It is designed to help keep watch over 

all in-scope sites and to help a customer more 

quickly identify, prioritize and respond in a

more coordinated manner to signs of 

compromise.

Cyber Watch offers an optional Governance 

Dashboard designed for use by senior 

leaders such as the CISO to help them know 

both organizational and industry related 

cybersecurity compliance status at any point 

in time.

2. What does Cyber Watch do?
Developed by Honeywell's experienced OT cybersecurity professionals, 
Cyber Watch is an on-premises solution that is designed to help industrial 
organizations gain much-needed visibility into their OT cybersecurity 
posture. It is designed to provide a user access to near real-time (within 
seconds) and historical data on identified vulnerabilities, compliance and 
identified threats related to both Honeywell and non-Honeywell assets at 
each of your operating facilities.

Cyber Watch is capable of helping a customer reduce cyber risk by 
providing the foundation to build their OT cybersecurity across multiple 
sites through more effective asset discovery, and threat and anomaly 
detection on all in-scope assets in your operating networks. When a 
potential attack is identified, Cyber Watch is designed to help centralize the 
customer’s response coordination.

3. How many sites can Cyber Watch ‘watch’over?
Cyber Watch is designed to be highly scalable and support hundreds of 
locations managed central via the multi-site dashboard. It is designed so 
that data from all sites can be centrally aggregated, including full asset 
inventory, traffic and alerts data. Workflows such as alert handling and 
central site configuration are also available for use by a customer. All 
updates (e.g. threat & configuration rules, NVD updates ) made in Cyber 
Watch are designed to be automatically pushed to the managed locations.
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4. What are the key features of Cyber Watch?
The Cyber Watch solution is designed to offer the following capabilities:

Central Security Management – designed to provide two-way 

communication with in-scope sites, enabling the handling of alerts from 

one central system interface with multiple sites, and with SIEM and 

SOAR systems from a central location. Data from all sites is designed to 

be centrally aggregated, including full asset inventory, traffic and

alerts data.

Automate Site Management – designed to support central configuration 

management, central licensing, automated software updates, and more.

MSP Ready – designed to be public or private cloud enabled with the 

ability to manage multiple organizations / customers with secure, full data 

segregation and more.

Central Governance Dashboard (optional) – designed to actively 

monitor all operating sites for compliance with organizational policies and 

industry regulations.
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5. What are the benefits of Cyber Watch?

Central Security Management – Cyber Watch is designed to help identify 

cyber threats at an individual site and across multiple sites as well as 

centralize the coordination of response. Cyber Watch is designed to be highly 

scalable and support hundreds of distributed sites managed centrally via the 

multi-site portal.

Central Governance (optional) – Cyber Watch is designed to continuously 

monitor your remote sites’ adherence to industry standards IEC 62443, 

NERC CIP, NIST, ISO 27001 and others, and organizational policies.

Always Up To Date - Based on real time data extracted from your network, 

Cyber Watch is designed to provide continuous, real-time visibility to the 

adherence of regulations and industry frameworks.

Improves Over Time – Cyber Watch is designed to track improvement of 

organizational compliance over time.

Reporting – Cyber Watch is designed to automatically generate compliance 

reports for executive and on-site teams.

Reduce Costs – Cyber Watch is designed to centrally manage the 

governance of an organization’s remote sites, which helps eliminate the need 

for travel and on-site audits.
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7. Can I purchase Cyber Watch as a stand-alone product? 
Cyber Watch requires the installation of the Cyber Insights solution at the 

site level to allow for multi-site visibility and risk compliance.

6. How does Cyber Watch help support compliance management? 
The optional Cyber Watch Governance Dashboard is designed to enable an 
organization’s IT and audit departments to centrally define and monitor the 
organization's adherence to company policies and OT- related standards and 
regulations such as IEC 62443, the NIST framework, and most major compliance 
framework for OT. It also designed to cover internal policies and best practices. 
This helps enable CISOs to plan their cybersecurity strategy, and report and 
measure their organization’s compliance based on the actual data derived from 
the networks.

Configured and managed centrally, the Cyber Watch Governance Dashboard is 
designed to provide the ability to define a holistic organizational policy –
compliance to regulations and to organizational policies. It then tracks and 
measures compliance and monitors the progress made over time across 
distributed sites. It also includes support for incremental, time-based changes.

The compliance status is displayed on detailed dashboards and reports. The 
Cyber Watch Governance Dashboard is designed to determine compliance 
status based on actual network traffic, instead of relying on historical data or 
on estimations.
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8. How is Cyber Watch deployed and supported?
The Cyber Watch solution is capable of being pre-configured by 

Honeywell to allow for on prem installation and setup by Honeywell OT 

cybersecurity engineers. This helps enable customers to quickly leverage 

the valuable, curated information available through Cyber Watch. The 

expected result is improved cybersecurity posture across all sites.

Cyber Watch can be deployed on a physical or virtual server on a

centralized site location.
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WHY HONEYWELL?

Honeywell has more than 100 years of experience in the industrial sector and more than 20 years of experience in industrial cybersecurity and thousands of 

projects delivered world-wide. We provide cybersecurity solutions that protect industrial assets' availability, safety and reliability worldwide. Honeywell's 

complete portfolio includes cybersecurity software, managed security services, industrial security consulting and integrated security solutions. We combine 

industry-leading cybersecurity experience with decades of process control knowledge to provide the premier industry solutions for an operational technology 

environment.

For More Information

To learn more about Cyber Watch visit

HoneywellForge.ai or contact your 

Honeywell account manager.
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