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Introduction

“Safety is our first priority” — most companies will not only agree with this statement, but will
recognize it as a core value of their corporate culture. The ARC insight “Humans: The Last Interlock”
by Dick Hill (2009) describes this positive trend and asks, first, what has been done and, second, what
more can be done to reduce the risk of incidents. Specifically, the article makes the observation that
a lot of effort has gone into equipment safety, but that, perhaps, insufficient attention has been
given to the human in the loop — the last interlock.

Indeed, the attention to the human in the loop has not been sufficient industry-wide, but it has
started to grow. For example, most companies will have implemented or heard of alarm
management with both EEMUA 191 and the draft standard ISA-18.02 explicitly addressing human
limitations. Nevertheless, there seem to be two main problems causing the lack of attention. First,
there is limited awareness of the depth of research and best practices available — mostly because it is
housed in different disciplines, i.e., in human factors engineering — sometimes called cognitive
ergonomics — rather than control engineering. Second, and more important, there is a lack of
awareness of the breadth of the problem — it is not only about training, procedures or alarm
management, but about the entire design, operate & maintain lifecycle.

This pervasive industry failing with respect to the “human side” is and remains important and has
been the focus of the Abnormal Situation Management® (ASM®) Consortium for the past 15 years.
The mission of this consortium is to empower operating teams to proactively manage their plants to
maximize safety and minimize environmental impact while allowing the processes to be pushed to
their optimal limits. In addition to the ASM Consortium, there are several organizations and research
groups that study the human in the loop in continuous process control systems, such as the U.S.
Nuclear Regulatory Commission; the human factors group at the Brookhaven National Lab; the OECD
Halden Reactor Project; and EEMUA, PRISM and NAMUR in Europe.

Therefore, the goal of this letter is to increase the awareness of the breadth and depth of the
challenge in dealing with the human in the loop and to promote cross-disciplinary and cross-
company research and best practice sharing. The breadth will be shown by sharing the framework
that the ASM Consortium uses to investigate the human factor in abnormal situations. Of course,
only an indication of the depth can be given in this letter: a selection of short examples of research
and development performed by the ASM Consortium is intended to indicate the depth.

First, we should take a closer look at the stated challenge “So, what can we do to reduce the
occurrence of hazardous incidents to zero?”



The Challenge

With modern safety systems and layers of protection analysis, incidents are mostly limited to
situations when several failures occur simultaneously: a valve is in the wrong position; key
information is spread across multiple operator displays; an alarm is missed; a trip is bypassed; and
mechanical containment is found to be inadequate.

Therefore, no single solution will be adequate. Rather, we need to look at all failure pathways and
their interaction: a confusing procedure that hasn’t been followed; operator displays that are difficult
to learn, do not support the procedures and do not show all relevant information; a non-rationalized
alarm system with many nuisance alarms; communication failure around the operational state of
equipment — perhaps because of unstructured shift handover; insufficient management support for
safety related activities.

These are all human errors. But, it should be clear that the errors do not fall solely on the operator
and that no single discipline can solve this problem. The solution requires the collaboration from a
variety of academic fields: control engineering, chemical engineering, human factors engineering and
management science — to name just a few. Also, it requires a structured approach — which will be
discussed in the next section.

The Solution Framework

The ARC Insight by Dick Hill (2009) suggests that most companies address human errors with training
and procedures. Arguably, training and procedures focus on operator action when the facility is
running and may not correct for underlying errors made earlier in the lifecycle. Regardless, training
and procedures, while important, are just two out of the seven practice areas that the ASM
Consortium has identified as a solution framework. The seven practice areas will be briefly described
here; more detail can be found via the list of sources.

Understanding Abnormal Situations has the broad scope of investigating the causes and impacts of
abnormal situations. The goal is to prioritize future research, and to efficiently and accurately inform
continuous improvement programs that mitigate and reduce abnormal situations. One of the
research projects in this area focused on the common causes for abnormal situations and has made
specific recommendations on, amongst others, Root Cause Analysis (RCA) investigations, common
language and systemic error elimination.

Organizational roles, responsibilities and processes focuses on determining the management
systems, work practices, organizational structures, and continuous improvement culture that support
the prevention and mitigation of abnormal situations. An interesting example of potential research is
on effective first line leadership during abnormal situations: what are the skills required; what
support is required; what tools could provide assistance?

Knowledge and Skill Development looks at the development and maintenance of a competent work
force through training and the creation of a continuous learning environment so that personnel can
effectively respond and cope with abnormal situations. Research in this area has, amongst others,
looked at the benefit of high-fidelity over low-fidelity simulation, and identified the need for training
on effective usage strategies, e.g., how to use the alarm summary more effectively when faced with
an alarm flood.

Communications investigates ways to ensure successful communication to enable situation
awareness under normal, abnormal and emergency situations. Specifically, the practice area
investigates how information media can be used effectively to ensure work continuity between



operational and functional team members. Currently, research is undertaken to determine the
benefits of electronic shift handover over paper based systems.

Procedures investigates the different aspects that enable effective procedure use such as procedure
development, deployment, accessibility, accuracy, analysis, automation and lifecycle management.
Also, it looks at ways of dealing with abnormal situations during a procedure and deviations from
procedural intent. An example for this practice area is the development of improved operator display
elements for procedural automation.

Environment focuses on work place design factors that enhance the situation awareness of
personnel, such as controlled lighting, reduced noise and improved operator console lay-out. For
example, a dark control room can significantly reduce the alertness of an operator over a 12-hour
shift; an ineffective operator console lay-out will cause unnecessary foot traffic which increases the
potential for distraction during abnormal situations.

Process Control and Monitoring looks at the effective design, deployment, and maintenance of a
comprehensive and user-centered set of applications and tools that enable a single point of access to
the information required by the operations team for situation awareness and abnormal situation
response. A significant amount of best practices and research is available in this area. Currently, the
ASM Consortium is in the process of making selected research available to the public and has
released its guidelines on Effective Alarm Management Practices and on Effective Operator Display
Design.

The ASM Consortium actively pursues research in all practice areas. The aim is not only to increase
understanding, but also to identify best practices and develop solutions in the form of guidelines and
tools to assist the operations team and the operator in particular. Furthermore, the research findings
directly drive development activities by ASM Consortium members.

From a deployment perspective, the ASM Consortium has developed an operations practices
benchmarking process that member companies can use to compare the operations activities of a
facility against industry standards and best practices. The benchmark report provides specific
suggestions for improvement for the assessed site and also indentifies new best practices that the
site might have in place.

It is clear that the research in these seven practice areas goes significantly beyond the areas
identified in the ARC Insight: appropriate operator training and well designed procedures. When
applied in full, the available best practices and research will significantly reduce the likelihood of
human error in the design, operate & maintain lifecycle.

Conclusion
“So, what can we do to reduce the occurrence of hazardous incidents to zero?”

It might not yet be entirely achievable, but the answer is not elusive. Significant improvements can
be achieved with the proper application of guidelines already available. Also, many research
questions are known that, when solved, will further reduce the incident rate. Admittedly, a state of
zero incidents can never be achieved with a single intervention — it is going to require repeated
intervention and changed practices not just in operations, but also in areas such as design,
budgeting, project management, maintenance and, of course, leadership.
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