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MONTHLY SYSTEM HINTS NEWSLETTER

The Honeywell Information, News and Tips (HINTS) monthly
newsletter covers timely issues ranging from Honeywell Users Group
and cybersecurity, to Priority Notifications, product releases and

updates and more.

To access and subscribe to HINTS newsletter go to

https://process.honeywell.com/us/en/support/support-newsletters

where you can consult previous releases and be notified about latest

publication (after you are subscribed to).
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2024 Global Honeywell Users Group, June 10-12 — Madrid - Spain

2024 GLOBAL HONEYWELL USERS GROUP
JUNE 10-13 '
MADRID, SPAIN - ;

THE CURVE

Join us at the 47th Honeywell Users Group June 10-12, in Madrid, Spain!

See the latest 2024 Honeywell Users Group (HUG) agenda: detailed agenda PDF

You can still register: REGISTER TODAY!

Stay AHEAD OF THE CURVE with us! Join Honeywell end users in Madrid and experience this year’s
theme to the fullest.
Here a glimpse of the sessions you will have the opportunity to choose from:

e New introductions:
o Experion® Operations Assistant
o ControlEdge™ Discrete PLC
e The Experion® PKS Roadmap, and Several different Experion® Slick Tricks sessions
¢ Roundtable: Virtualization and Cybersecurity: Securing Workloads to Protect Against Threats
e Honeywell's Digital Industry Suite
e PLUS, there are nearly 190 additional sessions, including those tailored for Utility customers,
EPCs, and dedicated days for Gigafactory and Life Sciences!

At the HUG onsite Demo Center, you’ll gain valuable hands-on experience and have direct access to
Honeywell experts.

The Consulting Corner is available for in-depth discussions with the experts tailored to your specific
solution, service, and consulting needs—tap into their industry expertise to maximize your benefits.

The 2024 HUG Steering Committee and Honeywell look forward to meeting you at the Global
Honeywell Users Group in Madrid!
Stay tuned for more with Honeywell Users Group.

The 2024 HUG Steering Committee
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2024 Global Honeywell Users Group, October 1-3 — Dallas, Texas, USA
YAV Y

R 4

"relN
USERS GRO

OCTOBER 1-3
DALLAS, TEXAS, USA

THE CALL FOR PAPERS IS OPEN!

AHEAD OF THE CURVE is the 2024 Global Honeywell Users Group Conference theme!

The call for papers for the 48th HUG is now open. Do you have a story to tell? Share your
Honeywell solution or implementation success during the HUG conference, and we will waive

your conference registration fee: take advantage of this offering to save up to 1,295 USD!

Your presentation can be industry- or solution-specific. Please fill out your details, bio and

abstract online before August 6.

The HUG program will be spread over 3 days, starting on TUESDAY, October 1. with the official
opening including the Honeywell Technology Overview. After the general session breakouts will

start, including technical interest sessions, roundtables, and customer papers.

Note: onsite registration opens at 2 p.m. MONDAY, September 30.

Will you be looking for something in particular on the agenda? Let us know, and contact us at
usersgroup®@honeywell.com

We look forward to receiving your presentation abstract, and or to meeting you at the Honeywell

Users Group Conference on October 1-3, and in the Demo Center: Dallas, Texas, USA

Submit Your Presentation Abstract

For any further inquiries feel free to contact: usersgroup@honeywell.com

The HUG Steering Committee members.

PAGE 4 -SYSTEM HINTS NEWSLETTER ISSUE MAY 24 Honeywe“


https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fvisit.honeywell.com%2FMjUyLVpWWC03MzUAAAGTOjbhucvpHMi_zzgXlIwMNqjTQOCsWzUbEnmTstutNtr13_QBKqLlzW5WW020Py9e-h0ti_A%3D&data=05%7C02%7Cbarbera.debaar%40honeywell.com%7C076afbb2bea243bef4fd08dc799625b1%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638518932991960273%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=qIi0Ae9VgJ5mN8HRmA2770Z7aMgqieEC74bEU9I3kj8%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fvisit.honeywell.com%2FMjUyLVpWWC03MzUAAAGIkRE1ys4yTyyqLoNwHJea4m-X4pF-DUeqbl6WUo1dr_gt0tGxxmBwRwtdi3AIL7jLDsByioQ%3D&data=05%7C01%7CJerome.Duran%40Honeywell.com%7Ca648b253dc004848027608db14bf4b77%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638126584067825216%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kwkDi8MqNwP5jmGHQ19qvCG97VAEuzUTVVQ2OIuPV2M%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fvisit.honeywell.com%2FMjUyLVpWWC03MzUAAAGTOjbhucvpHMi_zzgXlIwMNqjTQOCsWzUbEnmTstutNtr13_QBKqLlzW5WW020Py9e-h0ti_A%3D&data=05%7C02%7Cbarbera.debaar%40honeywell.com%7C076afbb2bea243bef4fd08dc799625b1%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638518932991972063%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=WbaLQ0V4yxPee3MpSy6AJ9Hx2Vlr9dE6i%2Byl2F2JOOI%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fvisit.honeywell.com%2FMjUyLVpWWC03MzUAAAGIkRE1ys4yTyyqLoNwHJea4m-X4pF-DUeqbl6WUo1dr_gt0tGxxmBwRwtdi3AIL7jLDsByioQ%3D&data=05%7C01%7CJerome.Duran%40Honeywell.com%7Ca648b253dc004848027608db14bf4b77%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638126584067825216%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kwkDi8MqNwP5jmGHQ19qvCG97VAEuzUTVVQ2OIuPV2M%3D&reserved=0

Global Honeywell Academy Training Solutions

GLOBAL HONEYWELL ACADEMY < i)

LT

TRAINING SOLUTIONS

May 2024

Welcometothe May edition of “Global HoneywellAcademy Training Solutions.”

As always, we are excited tosharethelatest updates,insights,and innovations from Honeywell that we
believewilladd value toyou.

Cybersecurity informative course “Industrial Cybersecurity Hygiene”

INTRODUCTION:

In the rapidly evolving digital landscape, the integration of personal
and professional lives with technology brings significant risks,
making cybersecurity essential.

Honeywell Academy, a leader in industrial workforce management,
offers cybersecurity training to build cyber-aware teams and enhance
the skills of staff in industrial/operationaltechnology (OT)
cybersecurity.

Our courses, designed for all skill levels from beginners to experts, are
developed and delivered by industry professionals to meet the
specific needs of industrial companies. These courses benefit i
ndividuals working with industrial control systems, including engi-
neers, cybersecurity professionals, and operations staff.

We are pleased to introduce New “Cybersecurity informative course “Industrial Cybersecurity
Hygiene”. It is designed to equip you with the knowledge and practices needed to mitigate these
risks and foster a secure online environment.
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BENEFITS:

* Provides a comprehensive understanding of digital hygiene
* It’s like personal hygiene for the digital world,

* encompassing actions such as updating software, managing passwords
securely, being cautious of suspicious emails, and protecting sensitive
data.

» Designed for a diverse audience

* Helps fortify digital security
* Develops fundamental cybersecurity skills

COURSE OBJECTIVES:

.

* Overview of Cybersecurity and its importance

* Introduction to Industrial Cybersecurity Hygiene
* Common Cyber Threats

» EmailSecurity

» Password Attacks

* Cyber Hygiene Best Practices

* Strong Password Management

* Multi-Factor Authentication (MFA)

» Safe Browsing Habits

» Practical Cyber Hygiene Techniques

* Regular Software Updates

* Social Media Security

* Guideline to Enable Security on Mobile Devices
» Data Backup and Recovery

* Cloud Storage

» Emerging Cybersecurity Threats

'

.
®
o
»
-
.
|
»
.
..
4
L J

COURSE DELIVERY OPTIONS:

* Asynchronous Training (AT) - Self-paced with 10 days to complete
* Instructor-Led Training (ILT)
e Virtual Instructor-Led Training (VILT)

In the meantime, please feel free to get back to us for any additional information.

o For Americas-Canada-Latin America:
HPSTrainingUSCANLAR@Honeywell.com
For Europe-Middle East-Africa: HPS-Training-EMEA@Honeywell.com

o For Asia Pacific: HPS-Training-APAC@Honeywell.com
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PRODUCTS HIGHLIGHTS
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Honeywell introduces new Batch Historian

Honeywell has introduced Honeywell Batch Historian, a digitalization solution designed to provide
specialty chemical, life sciences, or food & beverage manufacturers with contextualized data history
for batch reporting and analytics, leading to more efficient and cost-effective operations.

Companies often encounter complications analyzing data when batch contextualization or
visualization of process data is lacking. This makes it difficult to expand use of data to a larger user
base or utilize it in some applications.

Honeywell Batch Historian can capture data with batch context directly from Experion® Batch,
DeltaV® Batch, Simatic® Batch, and Rockwell’s® Factory Talk® Batch without complex rules
configuration. The new solution leverages simple drag-and-drop tile configuration, eliminating the
need for advanced programming skillsets or detailed historian database knowledge and easing the
report design process.

Manufacturers can achieve data history for:

. Batch reports to support the official batch record

. Process batch reporting

. Passing "upward" to higher level 3rd party data lakes and other applications
. Batch based data analytics

. Batch based KPI dashboards

Batch Historian can be used as an independent, standalone application, or integrated as a module of
Honeywell's Manufacturing Excellence Platform (MXP) or used as a standard part of an Experion®
Batch system. The solution can reside directly on an Experion® server, which precludes extra nodes
and therefore provides reduced cost of ownership. Additionally, the Batch Historian can reside on the
Level 3 Process Control Network or in the DMZ/L3.5, which allows reports to be accessed anywhere
in the business...not just the system station.

By enabling companies to efficiently capture, analyze, and utilize manufacturing data, Honeywell
Batch Historian empowers users to make informed decisions, optimize processes, and drive
continuous facility improvement. Support your digitalization efforts while improving batch release,
enhancing process efficiency and enabling simplified troubleshooting.

Honeywell’s full suite of digital manufacturing technologies will help with flexible deployment and
easier compliance and validation. Our approach is modular and adaptive, helping companies begin
their digitalization journey by adopting new technologies as they need them.

More information will be available soon at hwll.co/LifeSciences.
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Experion PKS® Computing Platforms Announcement

Honeywell has qualified and released the following workstation platforms. These workstations are

supported with Experion PKS® R530, and specification datasheets are available at

https://process.honeywell.com/.

New workstation platforms include:

Model Number | Description

MZ-PCWTO1 Dell Precision T5860XL
MZ-PCWRO1 Dell Precision R7960XL
MZ-PCWS15 Dell OptiPlex XE4

MZ-PCWS86 WKS PC HP z4 G5 RAID1 TOWER

The following platforms have transitioned to End of Sale status. The affected platforms include the

following model numbers and the associated kits:

Model Number

Description

MZ-PCWST7 WKS PC DELL R7920XL RAID1 RACK
MZ-PCWS93 WKS PC DELL T5820XL RAID1 TOWER
MZ-PCWS94 WKS PC DELL T5820XL RAID1 TOWER MLK
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Managed Security Services (MSS) Next Generation platform — Secure Remote

Access Solution

We are pleased to announce the availability of Honeywell’s next generation platform for Managed
Security Services (MSS). With this release, Honeywell will substantially improve the way we service
our customers through enhanced connection architecture and the delivery of enhanced managed
security services designed for plant operations, and defense of industrial control cybersecurity. Both
new and improved services are now possible based on the new platform:

1) Better vulnerability management by means of antivirus and patch automation for endpoint
protection.

2) Additional remote services (Cyber Care) to further enhance and ensure OT cybersecurity
solutions on-site operate as designed.

3) Managed detection and response for enhance threat detection capability through our MSS
AMIR managed service for 24/7 advanced monitoring and incident response.

The foundation of Honeywell’'s new MSS platform is a new architectural construct for secure remote
access. Itis based on a Zero Trust Netwok Access (ZNTA) architectural model features and
integrated with Remote Privilege Access Management (RPAM) operational controls that provide a
more extensive layer of defense for critical assets, applications, and resources on a manufacturing
operational network. The system is designed to seamlessly integrate with existing corporate
enterprise identity management authentication technology and standards for the Enterprise. (NOTE:
VSE platform replacement)

The new platform is available now for sale.

Additional information can be found online at:

¢ HON Next-Generation Secure Remote Access Solution Service Note: link

o Gartner RPAM & ZTNA market comparison white paper: link

e (Case Study: link
HONEYWELL N 2 G S
SECURE REMOTE ACCESS !gt ’ o
SOLUTION WORKFLOW

3 Authorized plant personnel
approves (or denies) detailed

access request g
The user is prompted for
MFA before connection to Honeywell MSS

the host is granted Security Center
Windows or
Hmi Linux Machine BLAN %u
L)
. DMz The user is notified and begins a

= .
Historian = PLC a/'h Global Service Edge 4 one-fime remote access session to
-«

m the site as per their access request
o SRA Controller N con

Local Service Edge

A user account was created for
Honeywell remote access users in the
security center. Customer users are
configured locally

|

1.5{/5{::

PLC

:J + Content gateway 7 CCM" respects and complies with multi-layer network
‘L architectures (i.e_, high-trust to low trust, inside-out
L \\\\\ CAM* 1-up,1-down, Purdue)
H\E SRA-Controller *Cybersecurity Gonnection
| I + Applications Manager (CCM)
*Cybersecurity Application
Manager (CAM]
PCN 6 Zero trust Network Access. continuously enforcing
5 - policies full logging of requests, sessions and

authorizations
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SUPPORT CYCLE
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Experion PKS R520.2 Switch Tool Update 2

We have published new version of the Experion PKS R520.2 Switch Tool i.e.
Experion_PKS_R520_2_Switchtool_Update_2 for Experion R520.x release support.

This update includes fixes for the issues identified in KSM#2024-004. FTE switches must be
configured using Experion PKS R520.2 Switchtool Update 2 or later version.

This Switchtool update can be used for generating the configuration for Control and 10 Network
Segments along with the Control HIVE Management network Segment and traditional FTE
switches. This is supported on Experion R520.1 and R520.2.

The Experion PKS R520.2 Switchtool Update 2 datasheet is now available in Honeywell support
portal. This includes download links for both software and SCN. Click below link to download
datasheet.

https://process.honeywell.com/us/en/support/technical-
publication?search=%22experion%20pks%20r520.2%20switchtool%20update%202%20datash
eet%?22

EXPERION PKS R520.2 SWITCHTOOL UPDATE 2 DATASHEET

Summary: Experion PKS R220.2 Switchtool Update 2 Datashest
Product: Experion FES
Product Family: Experion FKS

Release Date: Apr 11 2024
O

Release Version: FoZ
Publication Type: Software Change Motice

SHOW LESS ~

These articles are updated periodically, refer to the following link for updated version of this KSM:
https://process.honeywell.com/us/en/services-and-support/support-center/technical-
support/technical-solutions/article-detail.ka_000187486
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https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fsupport%2Ftechnical-publication%3Fsearch%3D%2522experion%2520pks%2520r520.2%2520switchtool%2520update%25202%2520datasheet%2522&data=05%7C02%7Csystemhints%40honeywell.com%7C033293a15bf1492caf5808dc5fb2852d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638490467796282701%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=LrAuIqctGXqgL0FrK7Kxi2L04zcBty6USFHbHhJnLBA%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fsupport%2Ftechnical-publication%3Fsearch%3D%2522experion%2520pks%2520r520.2%2520switchtool%2520update%25202%2520datasheet%2522&data=05%7C02%7Csystemhints%40honeywell.com%7C033293a15bf1492caf5808dc5fb2852d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638490467796282701%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=LrAuIqctGXqgL0FrK7Kxi2L04zcBty6USFHbHhJnLBA%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fservices-and-support%2Fsupport-center%2Ftechnical-support%2Ftechnical-solutions%2Farticle-detail.ka_000187486&data=05%7C02%7Csystemhints%40honeywell.com%7C033293a15bf1492caf5808dc5fb2852d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638490467796289576%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=G0H3UsyCDB2kISKLMStiiLvz2c2EGjVSea%2FGt%2BoXa8I%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fservices-and-support%2Fsupport-center%2Ftechnical-support%2Ftechnical-solutions%2Farticle-detail.ka_000187486&data=05%7C02%7Csystemhints%40honeywell.com%7C033293a15bf1492caf5808dc5fb2852d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638490467796289576%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=G0H3UsyCDB2kISKLMStiiLvz2c2EGjVSea%2FGt%2BoXa8I%3D&reserved=0

GTAC Curated Knowledge Articles - Experion PKS and Safety Systems

The GTAC Consultant team has updated the GTAC Curated Knowledge Articles.

This Excel-based document lists articles that the team considers important for different subsystems.
The team will continuously add curation to existing or new articles, providing an overview of
recommended articles for your system.

The curated article also includes a consolidated list of Priority Notices, Bware, Security Notices, and
RAL.

This article will be updated monthly, we have a video describing how to use the document:

https://honeywellprocess.my.salesforce.com/sfc/p/1a000000HLfB/a/1P000000J37a/3pQy3adel T
Mc40tUxrky_8Sm6PVUWRLGCmFigGOmytO

Note that Excel 2019, Excel 365 and later is required to use filters as shown in the video.

Instructions for download:

https://process.honeywell.com/us/en/services-and-support/support-center/technical-
support/technical-solutions/article-detail.ka_000182267
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https://honeywellprocess.my.salesforce.com/sfc/p/1a000000HLfB/a/1P000000J37a/3pQy3adeLTMc40tUxrky_8Sm6PVUWRLqCmFiqGOmyt0
https://honeywellprocess.my.salesforce.com/sfc/p/1a000000HLfB/a/1P000000J37a/3pQy3adeLTMc40tUxrky_8Sm6PVUWRLqCmFiqGOmyt0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fservices-and-support%2Fsupport-center%2Ftechnical-support%2Ftechnical-solutions%2Farticle-detail.ka_000182267&data=05%7C02%7Csystemhints%40honeywell.com%7C1e605784a07840b5f31708dc6915ad3c%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638500789206851354%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=erSWoA%2BqLLk2Vs5Cbg3py6gOkfZ4m9Fwyi2Jbvm22qQ%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fservices-and-support%2Fsupport-center%2Ftechnical-support%2Ftechnical-solutions%2Farticle-detail.ka_000182267&data=05%7C02%7Csystemhints%40honeywell.com%7C1e605784a07840b5f31708dc6915ad3c%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638500789206851354%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=erSWoA%2BqLLk2Vs5Cbg3py6gOkfZ4m9Fwyi2Jbvm22qQ%3D&reserved=0

Experion TPS Integration Audit Checklist Document

We have updated the Experion TPS Integration Technical Audit Document with recent findings
and lessons learned.

45 | May 2024 |« Added check 47 on TPNServer, 48 for ELCN Bridge

Download:

https://process.honeywell.com/us/en/services-and-support/support-center/technical-
support/technical-solutions/article-detail.ka_000135053

If you have problems accessing the Support Portal, send an email to
HPSWebSupport@Honeywell.com to get your credentials verified.
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https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fservices-and-support%2Fsupport-center%2Ftechnical-support%2Ftechnical-solutions%2Farticle-detail.ka_000135053&data=05%7C02%7Csystemhints%40honeywell.com%7Cb697680c6c0b463a82db08dc76781aae%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638515505499694984%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2B%2F%2FSYa07a%2FVW2o37dbo10IRPnGTHUBCqG6Sb5rqXpz4%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprocess.honeywell.com%2Fus%2Fen%2Fservices-and-support%2Fsupport-center%2Ftechnical-support%2Ftechnical-solutions%2Farticle-detail.ka_000135053&data=05%7C02%7Csystemhints%40honeywell.com%7Cb697680c6c0b463a82db08dc76781aae%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638515505499694984%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2B%2F%2FSYa07a%2FVW2o37dbo10IRPnGTHUBCqG6Sb5rqXpz4%3D&reserved=0
mailto:HPSWebSupport@Honeywell.com

HPS Technical Notifications

HPS Main Technical Notifications are available under

https://process.honeywell.com/us/en/support/technical-publication

Please note that you have to sign in to access those documents.

Be sure to check back regularly as new content is continually added in the form of Priority, Be Aware,

Security notifications and updates.

Document Title Product Rel/Rev Date Created/Released
SN2024-02-09 O1A-Experion- | gyperion PKS | Experion LX 4/15/2024
LX-Security-Risks
2N2024-02-00 024 Experion Experion PKS | PlantCruise 4/15/2024
PlantCruise Security Risks
SN2024-04-15 01 ControlEdge
E ion PKS ControlEdge PLC 4/15/2024
PLC Security Risks xperion ontroi=dge
SN2024-04-15 02 Safety Safety Systems | Safety Manager 4/15/2024
Manager Security Risks
SN2024-04-15 03 Safety
Safety Syst Safety M SC 4/15/2024
Manager SC Security Risks atety systems atety Manager
PN2022-01D ELCN Bridge :
. ELCN Bridge, LCN (ELCN)
failure to switch-over or Experion PKS Bridge 4/17/2024
synchronize
PN2022-13D ELCN Redundant ELCN AM, ELCN Bridge, ELCN
UEA ENIM, AM and EPLCG might | Experion PKS ENIM, ELCN HM, ELCN System 4/17/2024
fail to synchronize Management, LCN (ELCN)
PN2024-08 Controller Failure Experion PKS using CEE based
after Freeze and Switchover or Experion PKS controllers including: C300 (CC- 5/1/2024
OPM PCNTO5/CC-PCNTOL1/CC-
PCNTO02), ControlEdge UOC,
PN2024-09 Global supply
shortage of Promethium-147 Experion PKS QCS 5/1/2024
(Pm-147) capsules
Experion PKS using CEE based
BW2012-05A EPKS C300 PCDI . controllers including: ACE, C300 (CC-
Last k.nO\{vn good value or . Experion PKS PCNTOS/CC-PCNTOL/CC-PCNTO2), 5/1/2024
substitution value propagation C300PM. UOC. vUOC, SIMACE and
SIMC300
SN2024-05-05 01 Experion
eServer - Broken Authentication Experion PKS Experion eServer 5/1/2024
Web Page Callup
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https://process.honeywell.com/us/en/support/technical-publication
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000186659
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000186659
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000186660
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000186660
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187458
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187458
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187459
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187459
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187463
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187463
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000135561
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000135561
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000135561
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000175534
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000175534
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000175534
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187634
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187634
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187634
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187635
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187635
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187635
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000165927
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000165927
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000165927
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187636
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187636
https://process.honeywell.com/us/en/services-and-support/support-center/technical-support/technical-solutions/article-detail.ka_000187636

Product Revisions and Support Status

Supported Standard Software Patch/Update | Support Initial Software Product
Products Status Functional Category

release
Control Performance Analytics R110.1 Supported 2018-12 Standalone Software
R110x
Control Performance Analytics R111.1 Current 2020-04 Standalone Software
R111x
Control Performance Monitor R60x R603.2 Current 2021-08 Standalone Software
Control Performance Monitor R60x R603.1 Supported 2020-10 Standalone Software
Control Performance Monitor R60x R602.5 Supported 2020-02 Standalone Software
Control Performance Monitor R60x R601.3 Supported 2018-05 Standalone Software
ControlEdge 2020 R14x R140.1 Supported 2017-04 Standalone Software
ControlEdge 2020 R15x R151.1 Supported 2018-11 Standalone Software
ControlEdge 2020 R16x R161.1 Supported 2020-04 Standalone Software
ControlEdge 2020 R16x R160.2 Supported 2019-12 Standalone Software
ControlEdge 2020 R17x R170.1 Supported 2021-04 Standalone Software
ControlEdge 2020 R17x R171.1 Supported 2021-09 Standalone Software
ControlEdge 2020 R17x R172.1 Supported 2022-03 Standalone Software
ControlEdge 2020 R17x R174.1 Current
ControlEdge HC900 R60x R600.1 Supported 2014-04 Standalone Software
ControlEdge HC900 R62x R620.1 Supported 2016-09 Standalone Software
ControlEdge HC900 R63x R630 Supported 2017-04 Standalone Software
ControlEdge HC900 R65x R650 Supported 2018-06 Standalone Software
ControlEdge HC900 R66x R660.2 Supported 2018-12 Standalone Software
ControlEdge HC900 R70x R700.1 Supported 2020-07 Standalone Software
ControlEdge HC900 R71x R710.1 Supported 2021-04 Standalone Software
ControlEdge HC900 R72x R720.1 Supported 2021-06 Standalone Software
ControlEdge HC900 R73x R730.1 Current 2022-02 Standalone Software
ControlEdge PLC R15x R152.1 Supported 2019-04 Standalone Software
ControlEdge PLC R15x R151.1 Supported 2018-11 Standalone Software
ControlEdge PLC R16x R161.1 Supported 2020-04 Standalone Software
ControlEdge PLC R16x R160.2 Supported 2019-12 Standalone Software
ControlEdge PLC R17x R170.1 Supported 2021-04 Standalone Software
ControlEdge PLC R17x R171.1 Supported 2021-09 Standalone Software
ControlEdge PLC R17x R172.1 Supported 2022-03 Standalone Software
ControlEdge PLC R17x R174.1 Current
Cyber App Control R400 R400.1 Supported 2022-05 Standalone Software
Cyber App Control R401 R401.1 Current 2023-07 Standalone Software
Cyber Insights R100 R100.1 Current 2023-07 Standalone Software
DynAMo Alerts & Notifications UA R321.2 Supported 2013-10 Standalone Software

(A&N) R200
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DynAMo Documentation & ACM R321.12 | Supported 2016-05 Standalone Software
Enforcement (D&E) R200

DynAMo Metrics & Reporting R210.1 Supported 2020-05 Standalone Software
(M&R) R210.1

DynAMo Operations Logbook (DOL) R240.1 Supported 2020-04 Standalone Software
R24x

DynAMo Operations Logbook (DOL) R246.1 Current 2023-01 Standalone Software
R24x

DynAMo Operations Monitoring R240.1 Supported 2020-04 Standalone Software
(DOM) R24x

DynAMo Operations Monitoring R246.1 Current 2023-01 Standalone Software
(DOM) R24x

Enabled Services (Unified Data R120.1 Supported 2021-02 SaaS Offering
Collector R120)

Enabled Services (Unified Data R121.1 Supported 2021-10 SaaS Offering
Collector R121)

Enabled Services (Unified Data R130.1 Current 2022-09 SaaS Offering
Collector R130)

Experion Backup and Restore R52x Current 2021-12 Software Package
Experion HS R510 R510.2 Supported 2018-09 System Software
Experion HS R511 R511.3 Supported 2019-07 System Software
Experion HS R520 R520.1 Current 2022-04 System Software
Experion LX R51x R510.2 Supported 2018-11 System Software
Experion LX R51x R511.4 Supported 2019-09 System Software
Experion LX R520 R520.1 Current 2022-03 System Software
Experion MX CDMV Controls R70x R703.2 Supported 2019-06 Software Package
Experion MX CDMV Controls R70x R704.1 Supported 2022-08 Software Package
Experion MX CDMV Controls R720 R720.1 Current 2023-08 Software Package
Experion MX MDMV Controls R70x R703.2 Supported 2019-06 Software Package
Experion MX MDMV Controls R70x R704.1 Supported 2022-08 Software Package
Experion MX MDMV Controls R720 R720.1 Current 2023-08 Software Package
Experion MX/MXProLine R70x R704.2 Supported 2022-07 System Software
Experion MX/MXProLine R720 R720.2 Current 2023-06 System Software
Experion PKS R51x R510.2 Supported 2018-08 System Software
Experion PKS R51x R511.5 Supported 2018-08 System Software
Experion PKS R52x R520.2 Supported 2021-08 System Software
Experion PKS R53x R530 Current 2024-03 System Software

Fail Safe Controller R80x R801.5 Current 2014-10 System Software
Field Device Manager R50x R501.3 Supported 2017-03 Standalone Software
Field Device Manager R51x R511.5 Supported 2019-09 Standalone Software
Field Device Manager R52x R520.1 Supported 2022-11 Standalone Software
Field Device Manager R52x R520.2 Supported 2023-01 Standalone Software
Field Device Manager R52x R520.1 U1 Supported 2022-11 Standalone Software
Field Device Manager R52x R520.2 U1 Supported 2023-01 Standalone Software
Field Device Manager R52x R521.1 Supported 2023-08 Standalone Software
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Field Device Manager R53x R530.1 Current 2024-05 Standalone Software
Forge Blending and Movement R520.2 Supported 2021-08 Software Package
R520.y

Forge Cybersecurity Suite-Enterprise R204.1 Current 2021-06 Standalone Software
Core and Premium

Forge Cybersecurity Suite-Enterprise R203.1 Supported 2021-02 Standalone Software
Core and Premium

Forge Cybersecurity Suite-Site R204.1 Current 2021-06 Standalone Software
Forge Cybersecurity Suite-Site R203.1 Supported 2021-02 Standalone Software
HFAM | Alarm Performance R1.x.y Current 2021-10 Standalone Software
Optimizer R1.1.0

HFAM | Reporting R2.2.x R2.2.x Current 2022-07 Standalone Software
(Formerly DynAMo Metrics and

Reporting)

Honeywell Forge Inspection Rounds R8 Current 2021-11 Standalone Software
Honeywell Forge Inspection Rounds R7 Supported 2020-07 Standalone Software
Honeywell Forge Workforce R520.1 Supported 2021-09 Standalone Software
Competency

Honeywell Forge Workforce R521.1 Current 2022-10 Standalone Software
Competency

Honeywell Trace R140 R140.1 Supported 2020-06 Standalone Software
Honeywell Trace R150 150.3 Supported 2021-07 Standalone Software
Honeywell Trace R160 160.1 Current 2023-09 Standalone Software
Immersive Competency R100.1 Current 2018-07 Standalone Software
Integrated Automation Assessment R150.1 Supported 2018-02 Standalone Software
R15x

Integrated Automation Assessment R160.1 Supported 2019-12 Standalone Software
R16x

Integrated Automation Assessment R170.3 Current 2020-09 Standalone Software
R17x

Operations Safety Advisor R100.x R100.0 Current 2020-08 Saa$ Offering
OptiVision R6.1.0x R6.1.0.1 Supported 2022-10 Software Package
OptiVision R6.2.0x R6.2.0.1 Current 2023-12 Software Package
OptiVision R600x R600.2 Supported 2019-10 Software Package
PlantCruise R51x R510.2 Supported 2018-11 System Software
PlantCruise R51x R511.4 Supported 2019-09 System Software
PlantCruise R520 R520.1 Current 2022-03 System Software
PMD R91x R910.3 Supported 2020-05 System Software
PMD R92x R920.1 Supported 2021-09 System Software
PMD R92x R920.2 Current 2023-07 System Software
Predict-Amine R4.0 Supported 2017-09 Standalone Software
Predict-Crude R2.0 Supported 2015-09 Standalone Software
Predict-O&G R7.1 Supported 2018-09 Standalone Software
Predict-Pipe R5.0 Supported 2018-12 Standalone Software
Predict-RT R140 Supported 2019-06 Standalone Software
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Predict-SA R2.0 Supported 2014-12 Standalone Software
Predict-SW (Sour Water) R4.0 Supported 2018-12 Standalone Software
Procedure Analyst R41x R410.0 Supported 2013-01 Standalone Software
Procedure Analyst R43x R430.1 Supported 2015-06 Standalone Software
Procedure Analyst R50x R500.2 Supported 2017-03 Standalone Software
Procedure Analyst R51x R511.1 Patch Current 2020-09 Stadalone Software on
1 Experion PKS Media
Process Safety Analyzer R200 R201.3 Supported 2020-01 Standalone Software
Process Safety Analyzer R210 2.1.x Current 2022-09 Standalone Software
Process Safety Workbench v5.0.2.x v5.0.2.1 Current 2023-02 Saa$ Offering / Standalone
SW
Profit Blending and Movement R501.3 Supported 2018-05 Software Package
R501.y
Profit Blending and Movement R510.4 Supported 2019-09 Software Package
R510.y
Profit Suit R50x R502.1 Supported 2019-12 Standalone Software
Profit Suit R51x R511.1 Current 2021-08 Standalone Software
Profit Suit R51x R510.1 Supported 2020-07 Standalone Software
QCS SE R120.1 Current 2024-02 System Software
Quality OptiMiser R550x R550.2 Supported 2014-12 Standalone Software
Quality OptiMiser R560x R560.1 Supported 2017-11 Standalone Software
Quality OptiMiser R560x R560.3 Current 2023-10 Standalone Software
RTU2020 R11x R110.1 Supported 2015-06 Standalone Software
RTU2020 R12x R120.1 Supported 2016-05 Standalone Software
Safety Historian R20x R202.1 Current 2014-03 System Software
Safety Management Systems R213 R213.1 Current 2024-01 System Software
Safety Manager R15x R154.5 Supported 2012-04 System Software
Safety Manager R16x R162.12 Current 2014-10 System Software
Safety Manager SC R211 R211.2 Supported 2021-08 System Software
Safety Manager SC R212 R212.1 Supported 2023-01 System Software
Secure Media Exchange (SMX) 202.12 Current 2017-08 Standalone Software
Socrates R10.0 Supported 2019-03 Standalone Software
Symphonite Integration and R200.2 Supported 2017-07 Standalone Software
Analytics R200x
Symphonite Integration and R201.2 Current 2020-01 Standalone Software
Analytics R201x
Symphonite Production Accounting R212.2 Current 2023-12 Standalone Software
& Reconciliation
Symphonite Production Accounting R210.1 Current 2019-02 Standalone Software
& Reconciliation
Symphonite Production Accounting R201.2 Supported 2015-08 Standalone Software
& Reconciliation
System Inventory Tool R22x R220.1 Supported 2017-09 Standalone Software
System Inventory Tool R23x R230.3 Supported 2018-05 Standalone Software
System Inventory Tool R23x R230.2 Supported 2018-05 Standalone Software
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System Inventory Tool R23x R230.1 Supported 2018-05 Standalone Software
System Inventory Tool R30x R300.1 Current 2019-09 Standalone Software
Taiji PID 310x R310.1 Supported 2016-01 Standalone Software
Taiji PID 320x R320.1 Current 2021-04 Standalone Software
TCMI R10x R100.8 Current 2017-11 System Software
TPN R688.x R688.7 Supported 2019-01 System Software
TPN R690.x R690.4 Current 2024-04 System Software
Uniformance Asset Sentinel R51x R511 Supported 2017-10 Standalone Software
Uniformance Asset Sentinel R52x R520.7 Supported 2019-07 Standalone Software
Uniformance Asset Sentinel R52x R520.X Supported 2019-07 Standalone Software
Uniformance Asset Sentinel R53x R531.4 Current 2021-04 Standalone Software
Uniformance Asset Sentinel R53x R531.1 Supported 2020-08 Standalone Software
Uniformance Executive R31x R311.1 Supported 2018-03 Standalone Software
Uniformance Executive R32x R320.1 Supported 2018-09 Standalone Software
Uniformance Insight R22x R220.1 Supported 2020-09 Standalone Software
Uniformance Insight R2.3.x R2.3.0 Supported 2021-12 Standalone Software
Uniformance Insight R2.4.x R2.4.0 Current 2022-07 Standalone Software
Uniformance KPl R12x R121.1 Supported 2017-05 Standalone Software
Uniformance KPI R13x R131.1 Current 2019-11 Standalone Software
Uniformance KPl R13x R130.1 Supported 2018-03 Standalone Software
Uniformance PHD R41x R410.1 Supported 2021-03 Standalone Software
Uniformance PHD R43x R430.1 Current 2023-08 Standalone Software
Uniformance Process Studio R32x R323.1 Current 2020-04 Standalone Software
UniSim Competency Suite R471.1 Supported 2020-10 Standalone Software
UniSim Competency Suite R470.1 Supported 2020-01 Standalone Software
UniSim Design R492 Current 2022-11 Standalone Software
UniSim Design R491 Supported 2022-05 Standalone Software
UniSim Design R490 Supported 2021-11 Standalone Software
UniSim Design R481 Supported 2021-06 Standalone Software
UniSim Design R480.1 Supported 2020-10 Standalone Software
UniSim Design R471.1 Supported 2020-01 Standalone Software
UniSim Design R470.1 Supported 2019-10 Standalone Software
UniSim Design R461.1 Supported 2019-06 Standalone Software
UniSim Design R460.1 Supported 2018-05 Standalone Software
Web Order Services 54x R540.1 Supported 2014-08 Standalone Software
Advanced Formula Manager R206 Supported Standalone Software
Biz Calc Manager R240 Supported Standalone Software
Honeywell Blending and Movement R530.1 Current 2023-12 Software Package
R530.y

Uniformance Executive R33x R330 Current Standalone Software
Uniformance KPI R14x R140.1 Current 2023-11 Standalone Software
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Note: Software releases not listed in the table are in “Phased Out” lifecycle status. The HPS Product
Support Guide for Control, Safety and Monitoring Systems is available for download following link
below (Requires Login)

https://process.honeywell.com/us/en/support/technical-
publication?search=product%2520support%2520guide¥%2520for%2520control%2520safety%25
20and%2520monitoring%2520systems

Definitions:

“Software Package” means any HPS software product developed for the specific functional release of
system software.

“Standalone Software” means any HPS software product developed for independent operation from a
system software functional release.

“System Software” means machine-readable data and executable programs used to define the
functionality of the HPS control system and standard hardware products, but does not include

firmware, operating system, application software or other software products.

“SaaS Offering” means any HPS software product which applications are hosted through the cloud
and made available to end users over the internet.
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