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1 About this manual

This update guide contains information for all users of the enCore device
series. This document describes how to update the software of enCore
devices, the special case of bugfix software, possible requirements and
steps after the update.

NOTICE!
Since Basic System V03-42-A a stricter password policy

applies to enCore devices!!

User authentication is required for certain actions with
enSuite or at the enCore device.

Since Basic System V03-42-A the initial password expires at
the first login. It is essential to change an expired password
in order to be able to perform other actions besides logging
out and changing the password.

Blank passwords are no longer allowed.

= 4.1 Password policy of the enCore device (p. 27)

1 Password policy up to Basic SystemV03-41

= enSuite online help: enCore/Q.Sonic - Basic System - Users
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1 About this manual

1.1 Device types

This manual is applicable for' :

Flow Computer
enCore FC1

Gas Analyzers
EnCal3000 proChain GC, Gaslab Q2 (for Firmware V 03-08-A and
higher)

Monitoring and control devices, data gateways
enCore MC1

Q.Sonic Series 6
Q.Sonic-plus, Q.Sonic-max8, Q.Sonic-max6

Only Q.Sonic Series 6: Update Instructions for firm-
ware V 03-40-A or higher

These instructions allow you to perform a firmware up-
date for Q.Sonic devices on which firmware version
03-40-A or higher is installed.

If you want to update a Q.Sonic with firmware version
02-xx, contact our technical support.

1 Whether an AFB is included in the delivery state of a device or wether it is optional
depends on the device type.

enCore Update of the Device Software (d) 6of41



1 About this manual

As the device software consists of various modules, these can be replaced
individually or completely with the latest versions during a software
update. I enSuite ensures the compatibility of the software modules.

Clarification of terms:

¢ Device firmware/firmware

Both terms refer to all modules of a device image. The firmware
varies according to device type and version and consists of:

- 1 x Approval file (for devices used in legal metrology)
This configuration file controls the security mechanisms for the
legally relevant parameters.

- 1 x Resource ticket/basic device settings
This configuration file contains the software modules available
in a device. It determines whether an AFB is “installed and
used”, “installed but not yet used”, or can be “retrofitted” in a
device.

- 1 x Basic System (with its SFBs)

- <x>x AFBs
All AFBs available for the device type that are installed on a
device.

« Software module

A single component of the firmware, such as Modbus AFB. When
updating the software, you can update one or more software mod-
ules.

« Software (generic term)

Depending on the context, refers to the entire firmware and/or a
single software module.

1 |n special cases there may be a requirement to downgrade to lower software mod-
ules. Under certain conditions, it is possible to exchange more recent versions with
higher version numbers with lower ones. Please note:

e |tis not possible to downgrade from firmware version 03-43 or higher to ver-
sion 03-42 or lower!

¢ |In case of a software downgrade from firmware version 03-42 to 03-41 or
lower, or a backup recovery, all passwords will be deleted for compatibility
reasons!
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About this manual

When updating the software, you can update the entire firmware, a single
configuration file or individual software modules.

The version information for firmware and software modules is structured
as follows, for example:

03-43-A
[\

N r
Main version Minor version Revision

Fig. 1-1: Structure of version information - example V03-43-A

Main version (two-digit number)

The main version changes only in case of major structural changes
to the Basic System. It is the same for all software modules within a
device.

Minor version (two-digit number)

The minor version is typically increased in new developments and
indicates that the parameter structure has changed. It may vary
between the modules.

Revision (letter)

The revision letter changes for small changes such as bug fixes.
For AFBs, the revision is also adjusted as soon as the minor version
of the Basic System is increased.
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About this manual

Basic System version 2 Firmware version

The Basic System determines the firmware version. For this
reason, the terms Basic System version and firmware ver-
sion are used synonymously. For example, if the Basic

System is version 03-43-A, then the firmware is version
03-43-A as well.
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2 Considerations and first steps

2.1 Whats new?

Details of the latest firmware version — including new features, improve-
ments and fixed security vulnerabilities — can be found in the change his-

tory.

The enCore Change history is available as a PDF file on the Honeywell
website in the Elster Gas Software Downloads section.

process.honeywell.com/us/en/site/elster-instromet/support

#software-downloads

O

Latest security updates only in the latest firmware version!

To benefit from the latest cyber security measures for enCore
devices, always update to the latest firmware version when-
ever possible, or to the latest approved firmware version for
enCore devices in legal metrology.

Please note:
Security hotfixes are not (!) available for older versions!

O

NOTICE!
From firmware version 03-43 or higher, no downgrade to
version 03-42 or lower is possible!

Due to security related changes in the firmware version, it is
no longer possible to downgrade from version 03--43 or
higher to version 03-42 or lower.

Please contact our technical support if you need assistance.

= 5.4 Technical support Flow Computers and Gas analyzers
(p. 36)

enCore
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2 Considerations and first steps

2.2 Download current software from Honeywell web-
site
The Honeywell website contains the latest software releases for the Elster

Gas device series. Download the required enCore version from the down-
load section to the service PC and unzip it.

process.honeywell.com/us/en/site/elster-instromet/support
#software-downloads

2.3  Use latest enSuite version

Download the latest version of enSuite from the Honeywell website and up-
date the existing installation. The latest enSuite is available in the Elster
Gas Software downloads section.

process.honeywell.com/us/en/site/elster-instromet/support
#software-downloads

To benefit from the latest cyber security measures in enSuite,
always update to the latest version whenever possible.

@ Latest security updates only in the latest enSuite version!

Please note:
Security hotfixes are not (!) available for older versions!

2.4 Current manuals available in Docuthek

Elster Gas provides the latest user documentation such as manuals, cer-
tificates, data sheets, technical information for various device types in the
Docuthek. The documents are updated regularly.

www.docuthek.com

Use the device type as search term, forexampleenCore FC1.
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Considerations and first steps

Verify the PDF checksum after download

You can use the SHA-1 checksum information to verify the
file integrity of a PDF file after it has been downloaded using
an appropriate tool.

The target value of the SHA-1 checksum for a PDF can be
found in our Docuthek in the details in the Remarks section
or, in parentheses next to the download link, if you down-
loaded the PDF from the Honeywell website.

Which manuals are relevant for previous product releases?

The Docuthek not only contains the latest manuals, but you
can also access older versions via the archive. To access the
Docuthek’s archive, a registration is required.

If you are using an older firmware version, you can find out
which manual has been published for the respective version
in the change history on the Honeywell website. You can then
download the appropriate manual from the Docuthek archive.

process.honeywell.com/us/en/site/elster-instromet/sup-
port#software-downloads

enCore
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2.5

Considerations and first steps

User login for specific actions

User authentication is required for enSuite actions that modify the device,
such as online parameterization and transferring an offline para-
meterization to the device.

' Login hod

You have to log in to perform the requested action

User: Iadmirﬂ

Pazsword:

show password

Cancel

Fig. 2-1: Login dialog

01 In this case, log in with your user data.

E Standard login of standard users
There are super users in every parameterization. The enCore

device creates these users with the following access names
and blank initial passwords at first startup:

e« Administrator: adminl

e Main users: sul to su5 (“Super User’)!

Since Basic System VO3 >42, the blank initial password ex-
pires when you log in for the first time. It is essential to

1 From Basic System V03-43, user profiles 1 to 5 are deactivated by default. If

required,

enCore

activate them using the parameter Enable super users under Users.
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2 Considerations and first steps

change expired passwords in order to be able to perform
other actions in addition to logging out and changing the
password.

02 If your password has expired, assign a new password.

In enSuite, you can easily access the password policy via the [Help]
button.

I Change password X
The password is expired. Please change your password.

Passward:

Repeat Password:
show password

Refer to help for passwerd policy

0 Please enter a valid password

oK Cancel Help

Fig. 2-2: Assign new password — for enCore devices since Basic System V03-42

03 Keep your administrator password safe, preferably in a password man-
ager.
Note: A forgotten administrator password cannot be reset or re-
covered.
= 4.1 Password policy of the enCore device (p. 27)

2.6 Required access rights

The exchange of legally relevant and operational (i.e., not legally relevant)
software modules may be restricted by special access rights and may, for
example, require opening the security switch.

In the following use cases, a distinction is made between the use cases
“legally relevant update” and “operational update” as examples and listed
with the minimum required rights:
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2 Considerations and first steps

= 2.6.1 Use case 1: legally relevant update (p. 15)
> 2.6.2 Use case 2: operational update (p. 16)

26.1 Use case 1: legally relevant update

Update legally relevant software and approval file.

OR
Update or install selected legally relevant software modules.

Primary actor(s)
service technicians with additional qualification as metrology

expert!
OR
service technician plus metrology expert

Goals
e open, close and seal security switch if necessary
* change software (operational, legally relevant)

* change approval file

Minimum required rights

e on system level:
Update non-fiscal software, Update fiscal software, Update
approval file

e on parameter level:
AFBs and/or individual parameters can be under the protection
of the security switch
User profiles in enSuite

« Administrator profile (no adjustment required)

1 How an update of legally relevant software may be performed is determined by
the applicable legal regulations and country-specific relevant standards and may
vary from country to country.

In Germany, for example, changing legally relevant software is protected by the
security switch. Here, the security switch may only be opened if either a fiscal veri-
fication officer or a test center manager is present. A service technician can also be
authorized as test center manager (additional qualification).
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2 Considerations and first steps

2.6.2 Use case 2: operational update

Update operational software.

OR
Update or install selected operational software modules.

Main actor(s)
service technician
Goals
* change software (operational)

« open and close security switch if necessary’

Minimum required rights

e on system level:
Update non-fiscal firmware

e on parameter level:
AFBs and/or individual parameters can be under protection of
the security switch
User profiles in enSuite
o Administrator profile (no adjustment required)

« User profile 1..57
Parameterize minimum required rights

1 The replacement of legally relevant and/or operational (i.e., not legally relevant)
software modules may be under the protection of the security switch. These settings
can be found in the parameterization in branch Basic System - Users on the Spe-
cial user rights tab .

2 From Basic System V03-43, user profiles 1 to 5 are deactivated by default. If re-
quired, activate them using the parameter Enable super users under Users.
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3 Update device software

3.1 Steps in a nutshell

Perform all steps one after the other, if necessary:
= 3.2 Preparation(s) (p. 17)
e 3.2.1 Open security switch (p. 17)
e 3.2.2 Read out archives (p. 18)
e 3.2.3 Read out parameterization (p. 18)
e 3.2.4 Special case: bugfix software (p. 19)
= 3.3 Update software modules (p. 20)
= 3.4 Check compliance with approval (legal metrology) (p. 24)
3.5 Convert original parameterization (optional) (p. 24)
3.6 Transfer (converted) parameterization to the device (p. 25)
= 3.7 Check update (p. 26)
3.8 Close security switch (p. 26)
= 4.2 How to activate chargeable AFBs in the device (p. 32)

3.2  Preparation(s)

321 Open security switch

Background

The exchange of legally relevant and operational (i.e., not legally relevant)
software modules can be under the protection of the security switch and is
therefore only possible when the security switch is open.

When opening the security switch, observe the legal requirements of the re-
spective country.
Steps at the enCore device

01 Open the security switch.

enCore Update of the Device Software (d) 17 of 41



3 Update device software

3.2.2 Read out archives

Background

You avoid data gaps in the archives by reading the archives from the en-
Core device immediately before the update.

Steps in enSuite

01 Connect enSuite to the enCore device.

02 In the lower area of the navigation window, select the action Readout
archives.

03 Save the archives under the desired name.

= 59 Relevant operating instructions (p. 38)

3.23 Read out parameterization

Background

As soon as the version numbers of the software modules differ in the ver-
sion number (and not only in the version letter), the current para-
meterization - hereinafter referred to as original parameterization - is no
longer compatible after the update. In this case, readout the original para-
meterization from the device. It can be easily converted in enSuite and
transferred to the device after the update.

= 3.5 Convert original parameterization (optional) (p. 24)

Steps in enSuite

01 Connect enSuite to the enCore device again if necessary.

02 In the lower area of the navigation window, select the action Readout
parameterization.

03 Save the data under the desired name.

= 59 Relevant operating instructions (p. 38)
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3 Update device software

3.24 Special case: bugfix software

Background

The special thing about a bugfix software is that typically only one AFB is
published. With this AFB only the revision letter is increased. No suitable
enSuite is published, which means that your enSuite installation does not
know the new device software. To enable the transfer of a bugfix software
to the enCore device, you have to explicitly allow this installation in
enSuite.

Steps in enSuite

01 Open the menu item Extras - Options in enSuite.

02 Select the Allow bugfix installation checkbox.

W options X

O L__; 5 g Eﬁﬂ @ ﬁ Q  Filter (Ctrl+F)

General Data storage Metwork Interfaces Document Import 8 Export PATGGIGERR]S

Select user rights

User

Elghllow bugfix installation

oK Apply Cancel

+/ As soon as you confirm the setting with [OK], software modules with a
revision change can be transferred to the enCore device.
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3 Update device software
3.3  Update software modules
E Activating chargeable AFBs

If you want to unlock chargeable AFBs in the device, first

transfer the resource ticket with the unlocked AFBs to the
device.

= 4.2 How to activate chargeable AFBs in the device (p. 32)

E Adding a new AFB in 2 steps
If you want to update to a new firmware and add a new AFB
that was released for the first time with this firmware version,
the update is done in 2 steps:

1. Update the firmware on the enCore device.

2. Transfer the new AFB to the enCore device.

Prerequisite(s)
« Data connection to the device exists.

* Required access rights are granted, if necessary the security switch
is open.

01 Inthe Navigation pane, highlight the device in either the Devices
folder or the Connections folder.

02 Select the action Software configuration.
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3 Update device software

v/ The software configuration in enSuite:

| Modules that are not currently available in the
I software image on the device. They can be installed |
at a later date. J

=] numdqm x / ~ 0 |
Sesrchin .. \. CAtemp\Firmwareupdate-03-41-C-FC1-Standard
Seach seftware modules ...

Basic System

version used Currently used Software module Replace by ...
(= firmware version) Basic device settings (CPU = 2825) 1o software module found
& Approval file. no software medule found
4+ Basic System (CoreFC1)
vl B2 Flow Conversion (FlowConv) O T2C [Efster) no software medule found
£ B Gas Quality (GasCuality) e 02-16-8 (Eister) o software module found
BB Table Z (TableZ) 03-07-C (Elster) 10 software module found
BB Mass conversion (MassConv) 81 03-00-C Eister) o software module found
7 il Modbus i 03-17-B (Esten) no software module found
30566 5 03-22-C (Elste) no software module found
e Event Administration (EventAdmin) /o 03-00-F (Elster) no software module found
5 B Postprocessing PostProcessing) 3 03-12-F (Eisten) no software module found
/] [T User archives (Archive) (M 03-10-Q (Eister) o software medule found
v & Station @ 03-10-E (Elster) no software medule found
3 Notification 3 03-03-F (Ester) 70 software module found
& teceano 5 03:01-H (Elsten) 10 software module found
T, Peer to peer (PZF) T 03-00-B (Elster) o software module found
= Printer £ 03-09-N (Elster) no software module found
* Solt PLC (SeftPLC) * 03-05-C (Elster) no software module found
[ simutation (Test) [ 03-09-E (Elster) no software module found

Installed software tab:
All modules that are currently available in the
software image on the device are listed with the
module name and version:

used module

D unused module

Transfer firmware or
selected software
modules to the device

Fig. 3-1: The software configuration in enSuite directly after calling up the action — example

Search for the latest software

01 Use [Search in...] to specify the path to the unpacked software..

02 Search the directory using [Search software modules...].
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3 Update device software

v/ The search results are listed in the Replace by... column:

Path to the current software image, Search results are listed in the Replace by...
here using FC1 03-43-A as an column and new modules are listed with:
example <Version> (<manufacturer>)

\

Searchin .. C:\ltmo\anw'rwp:ntU]—JJ—A—F(I—Stanﬂald
Search software modules ...
Instalied softy Additionsl
Currently used Software module Current l . Replaceby.

/ 3 Basic device settings (CPU = 2825) no software module found
& Approval fite & none (Etster) | do not replace
3 Basic System (CoreFC1) 3 03-41-C (Eister) 03-43-A
BBl Flow Conversion (FlowConv) B8 03-14-C (Eister) | 03-14.E
B Gas Quality (GasQuality) ¥ 03-16-8 (Elster) 03-17-8
[ Table Z (TableZ) 1 03-07-C (Bister) I 03088
BBl Mass conversion (MassConv) B8 03-00-C (Bster) ©3 03-00-E
Il Modbus T 03-17-8 (Elsten) I 03-19-A
3056 3 03-22:C (Eister) 03238
% Event Administration (EventAdmin) /% 03-00-F (Eister) l ©03-01-8

" P Postprocessing (PostProcessing) B 0312:F (Eister) 03-13-8
[T] wser archives (Archive) [0 03-10-Q (Eisten) I 03118
@& Sution B 03-10-E (Elstes) l 03-11-8
(3 Notification 38.03-03-F (Elstes) 03-03-H
B 1eceosr0 5 03-01-H (Elster) I ©03-02-B
Ty Peer to peer (P2P) ) 03-00-B (Elster) 3 03-00-D
= Printer 5 03-09-N (Elster) I 03-09-P
# 5ot PLC (SoRPLC) o 03-05-C (Elster) 03-06-8
[ Simulation (Test) ) 03-05-E (Eister) | 03-10-8

Perform software changes

Click [Make software changes]
to transfer the firmware or the selected modules
to the device

Fig. 3-2: The results of the searched software image are displayed in the Replace by... column —
example

« Inthe Replace by... column, newer module versions are highlighted
in bold and green and preselected for an update by default.

e The texts do not replace and no software module found indicate
that no newer version for a module is available.

« The text remove indicates that this module is not part of the firm-
ware update and will be removed from the device.
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3 Update device software

E NOTE
Newly published AFBs are only listed in enSuite after the firm-
ware in the enCore device has been updated.

03 On the Installed software tab, you can definge one of these actions
for each module in the Replace with... column and on the Additional
software tab in the Version column, if required — not all options are
available for all modules:

e Update the module with <version>. (Default)
* Keep the module version with do not replace.

¢ Delete the module with remove.

E Explicitly select approval file
Note that approval files do not have a version, but are iden-

tified by their name. If a current approval with a new approval
file must be taken into account, select it explicitly.

04 Transfer the modified modules with [Perform software changes] to
the device.

+/ The status of the security switch is checked:

The process is aborted if the security switch is closed and a change of
the software configuration is prohibited in this case.

05 Authenticate with user name and password.
= 2.5 User login for specific actions (p. 13)

06 Confirm the dialog with the modified modules.

+/ enSuite displays a progress bar in the status bar (bottom right) during
the transfer.

Software change _396 X

v After successful transfer, the device restarts automatically with an
empty basic parameterization (without AFBs).
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3 Update device software

O7 In case you want to transfer newly published AFBs to the device, re-
peat all of the steps in this section.
= Search for the latest software (p. 21).

08 If necessary, check on the device in the Info - Software status display
whether the parameterization conforms to the approval file contained
in the device.

= 3.4 Check compliance with approval (legal metrology) (p. 24)

3.4 Check compliance with approval (legal metrology)

This section is only relevant for devices in legal metrology.

An identifying code for the approval file, such as FC1-MID, is shown on the
device in the Info - Software status display. If both, the legally relevant ac-
cess rights of the parameterization and the versions of the legally relevant
software modules, are conform to the approval file, this text is black, but in
case of deviations the text is marked red.

With the hyperlink <abbreviation of the approval file>you will re-
ceive detailed information about the approval.

3.5 Convert original parameterization (optional)

Background

If the versions of the Basic System in the device and the parameterization
no longer match after the software update, the original parameterization is
no longer compatible with the new software, but can be easily converted.

For a parameterization, enSuite displays the parameterizable software
modules that can be parameterized on the Configuration tab, i.e, the
Basic System and all AFBs used in parameterization with version in-
formation.

Steps in enSuite

01 Open the original parameterization that you have just read out of the
device for editing.
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02

03

04
05

06

Update device software

In the parameter window, select the root of the parameter tree with the
device name.

On Configuration tab select the new version for the Basic System in
the Version column. enSuite searches for the versions of the AFBs that
match the Basic System and highlights them in green.

Click on [Commit changes].

Check the parameterization of the changed modules for new para-
meters and edit the parameterization if necessary. It is also possible
that individual AFBs are marked red. In this case the parameterization
is invalid and must be reworked.

Save the device parameterization and close the parameterization
window.

The converted device parameterization can now be transferred to the
device.

Optionally you can transfer a new or converted parameterization to the
device.!

Steps in short

01

Ensure that there is exactly one enSuite connection to this device.

02 Select the action Transfer parameterization to device.

03 Authenticate yourself in the login dialog.

4

After successful login the transmission starts.
After successful transmission, the device restarts automatically.

1 Editing and transmission of a parameterization = 5.9 Relevant operating in-
structions (p. 38)
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3 Update device software

3.7 Check update

You ensure that the desired software modules have been transferred to
the device by comparing the version numbers in enSuite (Configure soft-
ware window) with the version numbers of the device.

01 Switch from the home display to the display:
@ Info - Software status — <Basic System or name of leg-
ally relevant AFBs>

+/ Here (among other things) the Basic System and the used AFBs are
listed with their version number.

Software status
[y FAW |

1.0.9 B 6A251F79
03-35-A &  54C6F663

07:57:34

2 MFE7
Basic System

Gas Quality 03-15-A = 328F0321 |
Flow Conversion 03-12-B @ O06CBES82 '
Station 03-09-1 AA74484F
Postprocessing 03-11-C 707C2479
User archives 03-10-] 3DFF4EFO

Modbus 03-14-B 7BD2343E |
@ -H

Fig. 3-3: Basic System and AFBs with version number - example

3.8 Close security switch

When closing the security switch, observe the legal requirements of the re-
spective country.

Steps at the enCore device

01 Close and seal the security switch if necessary.
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4.1 Password policy of the enCore device

Since Basic System V03-42, a stricter password policy applies to enCore
devices in order to increase password security and protection against un-
authorized access. A stronger method is now used to hash the passwords.
The hashes are stored in a file on the enCore device.

NOTICE!
Admin access to the device is not possible without an ad-

ministrator password!

Keep your administrator password safe, preferably in a pass-
word manager.

A forgotten administrator password cannot be reset or re-
covered. To restore administrator access, the enCore device
must be opened and the SD card replaced. All stored pass-
words will be lost and data loss may occur.!

If you have lost your password, please contact our technical
support team.

= 5.4 Technical support Flow Computers and Gas analyzers
(p. 36)

411 Password policy in detail

o Passwords must be changed regularly, every 365 days by default.

As an administrator, you can customize the time span on the Para-
meters tab of the Users using the Password validity period para-
meter.

= 4.1.2 Customize password policy (administrators only) (p. 28)

e The current password and the last 10 passwords in use cannot be
reused. ("Password history”)

1 For enCore devices used in legal metrology, the presence of a metrology expert is
required for recommissioning.
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o After a failed login attempt, the next login is blocked for a certain
period of time for security reasons. This period increases with each
subsequent failed attempt.

o« Complex passwords are used by default.
enCore devices distinguish between complex and trivial passwords.

E Valid passwords (trivial/complex)
Please note when choosing a new password:
- Trivial passwords® can be between 3 and 20, and

complex passwords can be between 8 and 20 char-
acters long. Blank passwords are not allowed.

Note: The initial password for new users is blank
and expires upon first login.

- Case sensitivity

- Valid characters are the letters a to z and A to z,
the digits 0 to 9, and the special characters:
KLI{Y <>, @08%e/ ()=t~ A\

Complex passwords must contain at least:

1 x lower case letter, 1 x upper case letter, 1 x digit,
and 1 x special character

41.2 Customize password policy (administrators only)

Steps in enSuite
01 Open the parameterization as follows:
<device> — Basic System - Users, Parameters tab

02 Adapt the following parameters according to your safety concept.
Note: We recommend not to reduce the security by these parameters.

1 You enable this setting in the basic system settings under Users using the Allow
trivial passwords parameter.
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+ Allow trivial passwords
Disable the use of complex passwords and allow simple passwords.
= 4.1.1 Password policy in detail (p. 27)

« Password validity period
Specify the time period after which passwords expire and need to
be renewed. The default value is 365 days.
Changing passwords regularly reduces the risk of a password being
obtained by unauthorized persons.
With a validity period of zero (0) days, you deactivate the regular ex-
piry of passwords. Passwords are then valid indefinitely.

E Do not choose a validity period that is too short.

Do not choose a validity period that is too short, as fre-
quent changes can lead to password fatigue in prac-
tice, which encourages users to make only minor
changes to their existing passwords.

NOTICE!
Deactivate “Password validity period” for “Author-

“,

ization mode*: “Security switch” (from Basic System
V 03-42 and higher)

If you use the Security switch mode over a longer
period of time, we strongly recommend that you de-
activate the Password validity period parameter for
data security reasons (value = 0). This prevents the cur-
rent user from being prompted for a new password
when the password expires.

= enCore devices support two modes for log-on to the
device (p. 1)
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FAQ

Change password (since Basic System V03-42)

All users can change their passwords after successfully logging in to the

device.

=

Tip: Change complex passwords with enSuite!

We recommend using enSuite to change complex passwords.
Using the PC keyboard is more convenient than entering
them on the device.

= 59 Relevant operating instructions (p. 38)

=

Tip: Choose your password carefully

Choose your password carefully, as it is not easy to enter
passwords at the device. Try to find a good compromise
between password length and complexity.

As a rule of thumb, longer passwords are more secure and
easier to remember if they are phrase-like and not cryptic, for
example: Jogging-SUN-bus4 vs. 4d$a2&HV@

Change password at the device

01 Login to the device under & System — § User using the desired user
name and password.

02 Click the action Change password.

/ The fields for the new password are displayed:

enCore
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Main displa

User adminl
New password |
Repeat password |

Accept new password

Discard new password

8 O

Fig. 4-1: Main display - change password

03 Show the keyboard by clicking the field New password.

04 Enter your new password.

E Valid passwords (trivial/complex)
Please note when choosing a new password:
« Trivial passwords® can be between 3 and 20, and complex

passwords can be between 8 and 20 characters long.
Blank passwords are not allowed.

Note: The initial password for new users is blank and ex-
pires upon first login.

o (Case sensitivity

e Valid characters are the letters a to z and A to Z, the digits
0 to 9, and the special characters:
LI >, D @hSRs/ ()=t~ \?

Complex passwords must contain at least:

1 x lower case letter, 1 x upper case letter, 1 x digit, and
1 x special character

1 You enable this setting in the basic system settings under Users using the Allow
trivial passwords parameter.

enCore Update of the Device Software (d) 31 of 41



4 FAQ

05 Enter the same password in field Repeat password.

06 Save the password with Accept new password.

/ The device verifies that passwords match and comply with the pass-
word policy.
A status message is briefly displayed at the bottom of the screen. A red
<error message> signals that the password has been rejected.

Background

Some enCore device types support additional chargeable AFBs. Fee-based
AFBs are typically not included in the delivery state of the device software.
As soon as you have purchased one or more chargeable AFBs, you will re-
ceive a new resource ticket with the basic device settings for your device,
which will activate the purchased AFBs. To activate the chargeable AFBs,
first transfer only the basic device settings to your device and only then, in
a second step, the activated AFBs.

In enSuite chargeable AFBs are marked with this symbol: £
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E Purchase chargeable AFBs from the Honeywell Sales Team

Contact your Honeywell Sales Team to purchase a
chargeable AFB. The following information is required to
create a new file (* . SDMv2) containing the basic settings for
your device:

e customer/name

* AFB name, such as Event Administration AFB

» year of manufacture

¢ serial number of the device (e.g., 7TELS9612345678)
« device type (e.g., enCore FC1)

e CPU serial number (4.5 digits)

Serial number, device type and CPU serial number can be
found in the info display of the device.

Steps in enSuite

01 Establish a data connection to the device with enSuite.
02 Call up Software configuration in the action menu.

03 In the software configuration with [...] you specify the path to the cur-
rent resource ticket.

04 Confirm with [Search software modules...].

+/ In column Replace by..., the new basic device settings of the resource
ticket are detected and the text do not replace is displayed.

05 Select the new version of the Basic device settings.

Software |

Fiscal | Currently used | Software module Current Replace by ...

# Basic device settings (CPU = 2825) 2019-09-10 09:02:11 (Elster) do not replace |-
[m] &l Approval fie FC1_Standard 05-2019 (Elster GmbH)
& Basic System (CoreFC1) 03-33-A (Elster GmbH) 2020-06-08 13:32:37

O B8 Flow Conversion (FlowConv) 03-13-B (Elster GmbH) no softwart h: odule found

21 ™ e Ras Auatty Rasnuaihn NLASDN (Fleter RmhH) nn enfiuars madils faind

06 Transfer the new basic device settings to the device with [Perform soft-
ware changes].

07 Follow the dialog guidance of enSuite.
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v After the successful transfer of the new basic device settings, the
device restarts.

08 (Optional) You can view the list of enabled AFBs in the Info display of
the device.

enCore

0800-01-00144

Certificate
| Device type enCore FC1

CPU Serial number 2825

Access allowed for optional AFBs
Event Administration IEC60870

Delete certificate

O

Fig. 4-2: Info display with enabled AFBs — example
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5 Notices

5.1 Third-party trademarks

All used or mentioned brand names are the property of their respective
owners. A possible mention of brands is done in good faith and without
any intention to derive a claim.

5.2  Third-party licenses

This product may contain or be derived from materials, including software,
of third parties. The third party materials may be subject to licenses, no-
tices, restrictions and obligations imposed by the licensor.

The licenses, notices, restrictions and obligations, if any, may be found in
the materials accompanying the product, in the documents or files ac-
companying such third party materials, in a file named Third Party Li-
censes_enCore.pdf at:

process.honeywell.com/us/en/site/elster-instromet/about-us

5.3 Warranty Conditions

You will find our current warranty conditions in the General Terms and
Conditions, for example, on our website:

process.honeywell.com/us/en/site/elster-instromet/about-us
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5 Notices

5.4 Technical support Flow Computers and Gas ana-
lyzers

Our support of Elster Gas is available for technical advice as well as re-
pairs.
To find further information visit our support site of Elster Gas:

process.honeywell.com/us/en/site/elster-instromet/support

Use secure communication!
Use secure communication, such as email encryption, to

send confidential data.

5.5 Spare parts and repairs

For spare parts and repairs please write an email to our service.

PMT-Reparatur@Honeywell.com

5.6 How to report a security vulnerability

A security vulnerability is defined as an error or weakness in the software
that can be exploited to impair the operation or security of the para-
meterization or device software or to access sensitive data.

Honeywell investigates all reports of security vulnerabilities affecting
Honeywell products and services. For details on Honeywell security policy,
visit:

www.honeywell.com/us/en/product-security

To report a potential security vulnerability against any Honeywell product,
please follow the instructions at:

www.honeywell.com/us/en/product-security#vulnerability-re-
porting

To view information on current malware threats please visit:

www.honeywell.com/us/en/news
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5 Notices

OR

Contact your local Honeywell Process Solutions Customer Contact Center
(CCQC) or our technical support of Elster Gas.

5.7 How to give feedback to user documentation

We are always interested in your comments, corrections or suggestions for
improvement regarding the Elster Gas Flow Computers and Gasanalyzers
documentation. Please send your feedback to our technical support of El-
ster Gas.

ElsterSupport@Honeywell.com

Use this email address to provide feedback, or to report errors and omis-
sions in the documentation.

5.8 Knowledge base articles on Honeywell Support
Portal

Elster Gas provides problem-solving approaches and answers to fre-
quently asked questions, as well as tips and tricks in short articles for
various product series in our technical knowledge base.

process.honeywell.com/us/en/services-and-support/support-
center/technical-support

The knowledge articles are constantly being expanded.
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5 Notices

5.9 Relevant operating instructions

Below the operating instructions and basic manuals for the individual
device types are listed. In each of these instructions you will find the com-
plete list of other applicable manuals for the respective device type.

Some manuals are only available in the Docuthek. Manuals with an order
number are an integral part of the product and also delivered in printed
form.

= 591 Download latest manuals from our Docuthek (p. 39)

Flow Computer, Monitoring and control devices, data gateways

FC1, MC1

e “Operating Instructions” (order no.: NFC-OI-EN)
e “Basic System with SFBs" (Docuthek)

o “Configuring the Device with enSuite” (Docuthek)

Gas Analyzers

EnCal 3000 proChain GC
e “Information for General Use” (order no.: 73024637)

GaslLab Q2
e “Information for General Use” (order no.: 73023638)

Q.Sonic Series 6

Q.Sonic-plus
e “Operation and Maintenance® (order no.: 73023467)

Q.Sonic-max8

e “Operation and Maintenance® (order no.: 73023477)
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Q.Sonic-max6

e 'Operation and Maintenance" (order no.: 73026691)

Q.Sonic-plus, Q.Sonic-max8, Q.Sonic-max6

e Q.Sonic-plus, Q.Sonic-max8, Q.Sonic-max6
“Configuring the Device with enSuite® (Docuthek)

5.9.1 Download latest manuals from our Docuthek

Elster Gas provides the user documentation such as manuals, certificates,
data sheets, technical information for different device types (in different
languages) in our Docuthek. The documents are regularly updated.

www.docuthek.com
Use the device type as search term, for example,
enCore FC1

E Verify the PDF checksum after download

You can use the SHA-1 checksum information to verify the
file integrity of a PDF file after it has been downloaded using
an appropriate tool.

The target value of the SHA-1 checksum for a PDF can be
found in our Docuthek in the details in the Remarks section
or, in parentheses next to the download link, if you down-
loaded the PDF from the Honeywell website.
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E Which manuals are relevant for previous product releases?

The Docuthek not only contains the latest manuals, but you
can also access older versions via the archive. To access the
Docuthek’s archive, a registration is required.

If you are using an older firmware version, you can find out
which manual has been published for the respective version
in the change history on the Honeywell website. You can then
download the appropriate manual from the Docuthek archive.

process.honeywell.com/us/en/site/elster-instromet/sup-
port#software-downloads
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